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ABSTRACT

Requirements for identifying and defining additional firgént
features beyond minutiae, even not limited to level 3 detdids al-
ready been addressed by the community [1]. However, newrfeat
proposals are based on refinements of existing featuresgdiger
level of classification), or on the introduction of new simfg¢atures
(e.g. 3-D level features such as the ridge height) [2]. The set
of features proposed in this work does not only include &aluki
fingerprint features individually but it also contains théormation
about their relationships such as line adjacency inforonadt minu-
tiae points or links between neighbouring fingerprint linElse dual
information, that is the interference between ridges anléy&s is
included as well.

For the first confirmation of the quality of extracted featuie
application for the matching, the goodness of the extractieditiae
has been tested. The experiments have shown a decreaseesro
when applying the minutiae to a standard minutiae-basedtaat

1. INTRODUCTION

Fingerprints utilisation as a personal code has had a Iadition
due to their uniqueness and permanence. Two imprints archetht
by comparison of characteristic features which are gelyecate-
gorised into three levels [3] (See Fig. 1):

e level 1 features (patterns) - macro details of a fingerprint
such as ridge flow and pattern type, which are used for finge
print classification;

level 2 features (points) - minutiae which have sufficient
discriminating power to establish the individuality of farg
prints;

level 3 features (shapes) - all dimensional attributes of a
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Fig. 1. Fingerprint feature levels [3].

some of the features (such as a ridge shape, breaks, creased}o

be easily found in images acquired by 500 dpi scanners whizch a

commonly used in automatic systems. In this paper we wilingefi
such features and describe an extraction method for themae Sie
will also extract additional features (such as ridge cotioecand
neighbourhood information) we propose to call thei@rarchically
linked extended features

This paper is organised as follows: The extraction algoriéimd

the extracted fingerprint structure are described in Se&i®ection

3 addresses the important duality principle applied to thheutiae
validation. The neighbour information and its applicat@re pre-
sented in Section 4. The detailed description of extractatlfes is
provided in Section 5. Finally, experimental results amspnted in
Section 6, with summary and feature work presented in Setio

ridge such as ridge path deviation, width, shape, sweatpore

edge contour, incipient ridges, breaks, creases, scarctaed
permanent details.

Like level 2 features, level 3 features are also claimed tpdre
manent, immutable, and unique [4]. If properly utilisedeyttcan
provide discriminatory information. Forensic experts tisem to-
gether with level 2 features in latent (partial) print exaation.

One reason why level 3 features are hardly used by commerci

software is that for an automatic extraction of most of tHest¢ures
high resolution (at least 1000 dpi) devices are requiredHdjvever,
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2. FEATURESEXTRACTION AND STRUCTURE

In order to identify fingerprint features, first a fingerprsitucture
containing the fingerprint's crucial information has to beracted.
The essential engine which we are going to use for that teskins
gerprint line tracer. Various approaches for minutia did@ovhich
are based on following lines have been investigated in tieeah
ture [5—-7]. However, there are principial differences tmgw the
existing methods and our:

e We additionally extract the so-callextended featuresvhile
other approaches focus solely on minutiae detection.

e Both ridge and valley lines (or simply the white and black
lines) are processed. The objective of the apparently redun



dant information is the correction of defects caused byeois
For example, in regions where black lines are broken the in-
formation from connected white lines is used to repair the
black lines.

Table 1. Tracing process

trast to grey-level images, in binarised images recoggiia y&s yald staring point? (= ¢

line’s border while following it is much simpler and faster.

e We perform the tracing in an already binarised image. In con- found new .
Thus we can skip the costly centring on the line. In spite of

the fact that we have to binarise the input image, it is stitl a

vantageous since the binarisation is much faster thaniogntr P,
steps. Furthermore, we do not totally dismiss the grey level
image, and if necessary, one can always come back to it; for
example, in regions where the binarised image is too much
disturbed due to noise.

e We do not need to compute the orientation field before trac-
ing. Moreover, the orientation field can easily be computed
from the extracted features.

yes

2.1. Preprocessing

did segment
Before we can apply the tracer algorithm to an acquired fiorger |
image, some preprocessing steps on the image have to benpedfo yes 10 yes
Since common matching algorithms utilise only level 1 and 2
features, the additional features are treated as noiseramdraoved
during the enhancement stage. Application of a directisnaoth- % m m m
ing filter, such as the Gabor filter [8], results in an enharemnof

the input image. However, level 3 features, such as creaseaos,
are being smoothed out at the same time. In order to predssa-t

formation, we use a very weak smoothing Gabor filter and st %Y
non-smoothing enhancement, such as holes filling and méttem I (xe¥)

Segmentation, that is the division between the contaimfay- P
mation foreground and the background, is very importantoiar (8 B(xy) i g

line following algorithm, so that only fingerprint lines amat the
surrounding area is traced. For this task we apply the dlgarpro- @ (b) (©)
posed by Bazen and Garez [9], which is based on a linear fitassi

_ Fig. 2. (a) Sample values of functions for aura computation (b)gAur
22. Tracing in a starting point (c) Aura in a following point

A fingerprint line has three possible end typdsfurcation (point
where three lines join togetheBorder point(point where a line hits
the background), oending Additionally, a whorl type fingerprint
can contain special lines without ends, that is closed lines

Black and white lines are traced independently. The coomesp
dence between the black and the white area is added in th&dffl
stages after all lines have been traced. i )

The tracing process briefly presented in Table 1 is desciibed Q= {527’ 1i=0..n— 1}
detail in the following subsections.

@, (x,y) crosses the line border ahd| denotes the Euclidean dis-
tance, see Fig. 2a.

The set of direction$? for the first point in the traced line is a
discrete set of equidistant angles in the circle:

Since ridges and valleys do not take abrupt turns but chainge-d
tion rather smoothly, we can restri@tto some subse®, C € for
2.2.1. Aura . : . o .

the following points on the line so that only directions in @ne
The main tracer tool is aaura which comprisedeclersandridge  around the previous direction are taken into account. Amgta is
border location. The aura determines the optimal direction which shown in Fig. 2b and 2c. An extracted fingerprint line betwivem

the tracer should follow from a given point. minutiae or border points will be called a segment.
The feelerd,, is a directed line section with directian € Q
starting at the positiofiz, y): 2.2.2. Valid starting point
o (z,y) = {(z,y) + |m - (cosa,sina)| : m € N}, A point in a fingerprint image at which a single tracing preces
started has to fulfil the following conditions:
For each directiom the maximal value ofn is computed, such e itis located in the foreground,

that the sectior, (z,y) stays within the fingerprint line. The sec-
tion length for thatn is computed a&. (z,y) = |Ba(z,y) — (z,v)|
where B, (z,y) : N> — N? returns the point where the section e the line has not been traced yet.

e it is within a fingerprint line,
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Fig. 4. Duality and its application. a) - a white bifurcation with
corresponding black ending. b) - the exception for a singodent.
¢), d) - validation process.

Fig. 3. The order of bifurcation branches

In order to check the last two conditions, the full aura is pated
for a given point. It has to have significantly larger valuestivo
opposite directions compared with their orthogonal dicers, and
none of the feelers should meet an already traced line aistende
below a given threshold.

The candidates for starting points are taken from a reguldr g
The tests performed have shown that the order in which thetoi

Atpoint C, line 4:  Atpoint A, line5: At point A, line 5:

. . . . side: right side: left side: right

on the grid are examined does not influence the result of doiny. position: 55 position: 0 position: 0
before: 2 before: none before: none

2.2.3. Branches of a bifurcation after: 1 after: 3 after: 2
minutia: B minutia: none minutia: none

In order to properly identify the segments connected tourbittion,
the adjacent segments are numbered according to a certegmsec  Fig. 5. Sample change points for segment neighbours, front ends of
the first branch is the one on the opposite side of the smaliege 4 and 5 are on their right.
and all branches are ordered anticlockwise (Fig. 3a).

To find the correct order, the distanaed, ¢ (Fig. 3b) between
the points on the connected segments at a given distanceaflim  dual ending has been found, the bifurcation position istresthe
furcation point are computed. The smallest distance (& ¢hBer) ending position. This eliminates the problem of false posi of

is between the second and the third branch. bifurcations during the tracing step. For each validatedutia, the
pointer to the corresponding minutia is stored in the stmagtwhich
2.3. Fingerprint structure introduces the first connection between dual areas.

The inf ti btained from the traci is:
e information obtained from the tracing process is 4. NEIGHBOUR INFORMATION

e minutiae and border points;

o closed segments (whorls) which are usually not captured by § order to provide for the required robustness of the festuad-
typical minutiae extraction algorithm; ditional information co_ntalned in the flngerprlnt strucﬁunyst be

evaluated. The most important information for that purpissthe

e ordinary segments with two ends from which one is calledygighnourhood information described in this section.

front endand the otheback end
Information stored for a minutia or a border point: 4.1. Segment neighbours
* position For further postprocessing and applications to other fjpriyets tasks
o adjacent segments (3 for a bifurcation and 1 for an endingclassification, matching), neighbouring dual lines, whare the

or a border point) with information whether the minutia is lines running parallel in the dual colour area, are idertif@ each

connected at the front or back end of the segment. traced line or, in case of an outermost segment, the backgrizu
The following data are stored for segments: marked as the neighbour. ) )

This neighbour information is stored as a list of change tsoin

the points on a line where the neighbours change. The infioma
e in case of a simple segment: minutiae or border points at botistored in one list element is:

ends of the segment

e type (simple or closed)

e side of change - right or left looking from the front towards

e line course as a sequence of points. the back end of the segment;
e position of change - the length of the segment between the
3. VALIDATION front end and the change point;
The white and black areas are naturally dual to each otheneiGe * neighbouring segment towards the front end (before);
ally, bifurcations in one area correspond bijectively tdiegs in the e neighbouring segment towards the back end (after);

other area (Fig. 4a). Natural exceptions can be encountariyd
at singular points (Fig. 4b); further exceptions are conseges of
noise and thus the existence of dual minutiae is an indidatoa =~ Examples for the stored information are shown in Fig. 5. Bé&eof

e minutia causing the change of the neighbour.

reliable minutia point. simplicity, in the following description we assume that otiae are
During the validation step, for every bifurcation its capend-  adjacent to the segments at the corresponding segmentiskeinds.
ing ending is searched for in the area between the seconchadd t Clearly, in a non-disturbed area the segment neighbourgeisan

branch of the bifurcation, as shown in Fig. 4c and 4d. Once thenly if there is a minutia on the neighbouring segment. Heitce
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Fig. 6. Finding neighbours for a bifurcation (a) and a border point

(b). Utilisation of neighbour information for bridging (c)

suffices to find the neighbours for all minutiae and bordentsoin
order to create the neighbour lists. Consequently, the atatipn
time is reduced in comparison to identifying neighbours dijofv-
ing segments and checking at fixed lengths.

The points are processed in the following order:

e validated bifurcations
e border points
e unvalidated minutiae

For a validated bifurcation the information abanside neighbours
already exists due to the duality principle (compare Fig. 6@anse-
quently, the right neighbour of the second branch and the&gh-
bour of the third branch is the segment connected to the datihg.

Fig. 7. An unvalidated ending next to the background.The comacti
of an unvalidated ending
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Fig. 8. Correcting unvalidated endings located in a core areayreef
and after postprocessing.

neighbour segment in such a way that the resulting bifuynasi the
dual one for the second unvalidated ending (Fig. 7c).

Yet other rules apply for an unvalidated ending in a core.area
First, the core has to be identified, which is an easy task thith

Hence the neighbours of the segment connected to the ending aneighbour information. The possible situations are preseim Fig.

defined as well. In order to find thmutsideneighbours, we follow
the directions orthogonal to the bifurcation directionilasegment
in the dual area is met. For border points and unvalidateditiaia
the strategy is similar to the one for "outside” neighboura hifur-

cation. We look for the neighbours in the directions orthmgdo a
border point or an unvalidated minutia direction (Fig. 6b).

4.2. Neighboursat border pointsand unvalidated endings

In addition to the information about segment neighbours ribigh-
bour point (if one exists) is stored for each unvalidatedirgar
border point. For the situation presented in Fig. 7a at theldyo
point B the following data is stored: the left neighbour is the borde
point Cand the right neighbour is the unvalidated ending

4.3. Postprocessing using neighboursinformation

Bridging. For connecting disconnected lines dual information is

used. Generally, if a ridge is disconnected, their dualhtsgrs are
not broken as presented in Fig. 6¢. We use this informatioagair
broken ridges.

In order to distinguish between a line break caused only lgeno
and that contained in a fingerprint (creases, scars), thebauof
neighbouring disconnected lines is counted. If itis lessithr equal
3, we treat it as noise and consequently connect the linder®ise
the disconnection is marked as a scar for further processing

Correctingunvalidated endings As already mentioned, an unval-
idated minutia, apart from one for each singular point, isdicator
for an extraction error. The neighbour information can bedus re-
pair such errors.

If an unvalidated ending has a border point as its minutighrei
bour (Fig. 7a), its type is changed from ending to bordertpoin

Another unvalidated ending occurs when the tracer getskstuc

instead of finding a bifurcation as shown in Fig. 7b. In oraefinnd
and correct these errors, the neighbourhood informatiarbeaused
and the segment adjacent to one of the endings is connected to

8a and 8c. Pointé& and C have the same segment neighbour on
opposite sides in the first case, and in the other édsas the same
neighbours on both of its sides and the length of segment &lasvb
the threshold. The corrections are presented in Fig. 8b dnd 8

5. FEATURES

The above presented fingerprint structure containing rn@auseg-
ments and connectivity information is an important basisfdract-
ing the information contained in a fingerprint. The geneealtfires
are presented below. For other applications, not desciiibekis
work (e.g. classification), additional features such as floes can
be extracted from the structure.

5.1. Standard features

In addition to the new features described below, the staféatures
such as orientation field or minutiae are also contained énetk
tracted structure. For example, the orientation field castizéghtly
computed from the angle between a linear piece of a tracedlia
the horizontal line.

5.2. Linedistance

To compute the distance between two pojntsps lying on the same
segment, their Euclidian distance can be used. Howeverdigr ¢o
capture the shape of the line, we use the notiotiré distance
defined as the length of the segment’s interval betwaesmndps.

5.3. Segment line shape

In order to describe the flow and the shape of a segment, tlhogvfol
ing descriptors can be introduced:

e length of the segment - line distance between the end points,

e cumulative direction change - the sum of direction changes
along the segment line,



e winding number,
e curvature.

In order to compute the curvature each segment is approadhiat
a B-spline curve [10], which is an additional segment dgsori

5.4. Scarsand creases

As has already been mentioned, in contrast to simple linakisre
scars or creases are not being connected. They are marleaehb3 |
features to be used in the further matching process.

Structures which at first sight look like a scar or crease raay t
out to be only noise, and consequently scars and creasell sfeu
validated by means of multiple acquisition. Furthermoome scars
can be temporary and disappear over time (e.g. a wound thi)he

(©

Fig. 9. An example of minutia type change and a virtual minutia

To deal with this problem we proposfrtual bifurcations that
is we introduce additional points on the neighbour segmeamtsadd
links between them and the ending (Fig. 9c), which resultann
extension of graplia;:

Gv = (VuMUW,Em,Ep, Ev),

To distinguish between a permanent and a temporal scar some ¢ where Vy is the set of the additional points on the segments and

rection over time might have to be applied. If a fingerprinthwacar
was stored as a template and the scar has not been detectstigsa
of future acquisitions, the scar should be deleted froméhwptate.

5.5. Fingerprint structureasagraph

We can regard the obtained fingerprint structure (extratiedtiae,
border points, and segments) as a graph in which minutiadand
der points are vertices and segments are edges betweenShara.
it may happen that two edges join the same bifurcations {ergn
eye) ititis in general anultigraph(a graph in which multiple edges
and loops are allowed) [11]. In order to include duality imf@tion
we add special edges that connect corresponding validatedieae.
The graph is defined as follows:

Gu = (Vm, Em, Ep),

(m,v) € BEv C Vi x Vi is alink between a virtual minutia and
an ending or an end of the segment on which the virtual mitiesa

5.7. Connected components

Three commonly applied connectivity systems in the gréph are:

e simple— two vertices are connected if there exists a path be-
tween them containing only edges from the Begt.

e dual —two vertices are connected if there exists a path which
may contain edges from both séis; andEp.

e extended — a connectivity system can be extended with vir-
tual minutiae. If there exists an edge fifi, connecting two
different connected components, they are combined into one

The above listed descriptors of a segment can naturally be ex
tended (with respect to a defined connectivity system) tosomes

whereV, is the set comprising minutiae and border points. The setbetween two points lying on different segments. E.g. for pot

of edgesEnr, Ep C Vi x Vi fulfil the following conditions:

o {vi,v2} € Ey <= v andv; are connected via a segment,

e {vi,v2} € Ep <= one ofvy, vz is a bifurcation and the
other one is an ending, and they are dual to each other.

Hence the vertex degreiv) € {1, 2, 3,4}: border points have
degreel, endings havé (unvalidated) o2 (validated), and bifurca-
tions have3 (unvalidated) odl (validated).

5.6. Virtual minutiae

A challenge in fingerprint matching process is the switctohghe
minutia type between an ending and a bifurcation. Thus imtbst
automatic fingerprint matching methods the type of a minstgen-
erally not taken into consideration [4]. An ending can cleatma
bifurcatior? if the line adjacent to the ending gets connected to
neighbouring line. It can happen either during the enhaecerof
the image (e.g. by directional smoothing), or already dutire ac-
quisition due to skin elasticity. While the disruptive irdhce of the

ing the distance between two points not lying on the same eegm
the following procedure applies: if two points are in the saton-
nected component, the line distance between them is thé¢hlerig
the shortest path. Otherwise, the distance is set to infinity

6. QUALITY OF EXTRACTED FEATURES

We have aimed at checking the influence of the describedrisatu
on the matching rate. As we are still developing a matcherftitist
utilises all the extracted features, we have used a stamdiattiae-
based matching algorithm to check exclusively the qualftexx
tracted minutiae. The minutiae-based matcher has beenethen
tended to include some of the extended features.

a6.1. Minutiae-based matching

In order to check the quality of the extracted minutiae, westtaken
a commercial fingerprint recogntition software belongiagdtte top
ten in the FVC 2006 [12] ranking list. We have chosen two dasab

first one can be decreased by improving the enhancement diethdrom the FVC databases, an easy one (db2 from FVC2002) and a

the second problem cannot be avoided when contact-basedrsen more difficult one (db3 from FVC2000). We have computed equal

are used for acquisition as is commonly done. error rates by matching the fingerprint impressions acogrth the
Minutia A from Fig. 9a changes its type from an ending to aFVC protocol, which results in 2800 genuine and 4950 imposto

bifurcation (Fig. 9b). It bears more consequences: whemitigirA  pairs for each database and algorithm. We have extracteatian

is an ending, the points 1 and 2 lie in the same connected amenpo with both the entracer and with the comercial extractor. ril tvee

but after the minutia type has changed, the points may berestdn have used the commercial matcher to match the extractedtiminu

the same dual connected compoRent set. The results are presented in Table 2. These tests shovhthat t

INote that the corresponding dual bifurcation changes tanaing.

3For the tests we have not used any additional extractednivafiion but
2For the definition of the dual connectivity see next subsecti

only minutia position and direction.



Table 2. Equal error rates for minutiae matching

Entracer
commercial | minutiae- | consistency-
extractor based based

FVC2002 db2 1.056% 0.953% 0.784%
FVC2000 db3 7.692% 7.253% 6.727%

error rates are reduced even when no additional extractdrés
are used. In the next step, we extended the matching algogth
that it exploits the advantages of some of the extendedrissatu

6.2. Consistency-based matching

First, the extracted minutiae has been matched with a naiewitased
method. Next, the following consistency test is applied.
LetGy = (U, E]V[, ED) andHM = (‘/, F]u, FD) be the ex-
tracted fingerprint graphs for the fingerprints to be matched
Let M be the set of all matched minutiae pairs

M = {(ui,vi)};, CUXV

M is a relation between the elements of thel$etnd the set’. Let
Un C U andV,, C V be its domain and its range, respectively.
For the consistency test we take two minutiagus € U,, lying
in the same extended dual connected component of the graph
For the corresponding matched minutiae in the second fingerp

V1,02 € Vit (u1,v1) € M A (uz,v2) € M

we check the following conditions in a top-down manner, tbaif
any of the earlier condition is not fulfilled, the followingditions
will not be checked:

in this work can be applied in various stages of fingerpriocpss-
ing since the features combine the global and local scaléshvene

ordinarily used separately. Consequently, this approaakesthe
automatic fingerprint recognition procedure more simitethie way

human experts work. The performed tests for matching haversh
a performance increase as the result.

We are still developing methods for fingerprint matching and
classification which fully utilise the new features.

The applications of the new features for other tasks in finger
print processing are also worth consideration. The exdthfgatures
are robust, which is crucial for securing a template. Finaince
the features are extracted from the underlying fingerptinicture
exclusively, storing of the structure instead of the whatgdrprint
requires less memory, and can save resources. Hence, id Wweul
desirable to investigate the problem of reconstructionrafeiprint
image from its fingerprint structure.
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